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1. Icon 
 
If you have installed SingNet Desktop Security Software successfully, the 
SingNet Desktop Security icon will appear on the system tray. 
 

 
 
 

 
 

You may double-click at the SingNet Desktop Security icon on the system tray, to 
view/change the settings of SingNet Desktop Security or perform system 
scanning for your computer. 
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2. Default Configurations 
 

·  Virus and Spy Protection  : Enabled – Normal Security 
o Protects the computer against malware with minimal effect on the 

system performance.  
NOTE: Some of the critical security settings, such as real-time 
scanning, cannot be changed at this security level. 

·  Internet Security  : Enabled – Office 
o For use in office environment. With this setting, an external firewall 

is required to protect the network from hackers. 

·  Spam Control  : Enabled 
o Spam will be sent to “Spam” folder on Microsoft Outlook or Outlook 

Express. 
 
·  Automatic Updates  : Enabled 

o Security updates will be automatically downloaded in the 
background. 

 
If you wish to change the configurations, please read more on Sections 3.1 to 
3.6.
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3. User Interface 
 
The user interface of SingNet Desktop Security software is as shown below. 
NOTE: Only the features that you have subscribed to will be shown on the user 
interface. 
 

 
 
 
3.1 Home 
The “Home” tab offers you a quick and detailed overview of your security settings 
and the status of the Security Features  that you have subscribed to. 

 
·  Status  – shows the overall protection status. 

o Virus & Spy Protection  – click at “Change…” to modify settings. 
Various possible settings as shown below: 

�  High - The highest level of protection; may slow down the 
system performance considerably.  
NOTE: Some of the critical security settings, such as real-time 
scanning, disabling updates or firewall, cannot be changed at 
this security level. 

Summary 

Security 
Features 
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�  Normal - (default) The recommended level; protects the 
computer against malware with minimal effect on the system 
performance.  
NOTE: Some of the critical security settings, such as real-time 
scanning, disabling updates or firewall, cannot be changed at 
this security level. 
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�  Off - Turns off Virus & Spy Protection.  
WARNING: When Virus & Spy Protection is turned off, your 
computer is vulnerable to viruses, worms and other malicious 
code if you connect to the Internet or access your e-mails or 
files on different media.  

 
 

�  Custom - Allows configuration of advanced settings, including 
critical security settings; recommended for advanced users only. 

o Internet Shield  – click at “Change…” to modify settings. Various 
possible settings as shown below: 
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�  Block All - Blocks all traffic to and from the Internet. 

 
 

�  Office – For use in office environment. With this setting, an 
external firewall is required to protect the network from hackers. 
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�  Office LAN – For use in protected office networks only; it allows 
a computer to share files or printers or both with other 
computers in the same office (Local Area Network). 
Recommended only for computers that must share files or 
printers.  
NOTE:  If you are trying to access files or printers on another 
computer, you do not need to choose this security level. 

 
 

�  Allow All - Allow all traffic to and from the Internet.  
NOTE:  When ‘Allow All’ is selected, the computer may become 
a target for attacks. Do not activate this setting when you are 
connected to the Internet. 
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o Spam Control  – click at “Disable” if you do not want spam to be sent 
to the “Spam” folder on your Microsoft Outlook. 

NOTE: If you disable Spam Control, all spam will be downloaded to 
your Inbox. 

 
o Automatic Update  – click at “Disable” if you do not want security 

updates to be downloaded automatically. 
NOTE: If you disable Automatic Update, you will have to check for 
security updates manually so that you will be protected against 
latest malware threats. 

o Last Update Checked  – shows the time and status of the latest 
security updates download. Click at “Check now” to check if there is 
any new security updates. 

 
o Security News  – shows number of reports on recent virus outbreaks 

and other security news. Click at “View…” to read the news. 
 

o Advanced Mode  – shows the Advanced Mode for all configurations. 
Refer Section 3.6 for more details. 
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3.2 Virus & Spy Protection 
 

 
 
Virus & Spy Protection  stops viruses and spyware from attacking your 
computer by e-mail, web traffic, removable media or downloaded contents from 
the Internet. 
·  Virus & Spy Protection  – shows the protection setting for Virus & Spy 

Protection. Click at “Change…” to change the setting. 
o Real-time Scanning – click at “Configure…” to select whether to 

enable real-time scanning for all files or defined files only. 
o E-mail Scanning – click at “Configure…” to select whether to enable 

scanning for only incoming mails, outgoing mails or both incoming and 
outgoing mails. 

o Scheduled Scanning – click at “Configure…” to select whether to 
disable scheduled scanning or enable scheduled scanning of the 
computer on a daily, weekly or monthly basis. 

o Browser Control  – click at “Disable” if you do not want to disable the 
protection for Internet Explorer setting. 
NOTE : Disabling this feature will cause your Internet Explorer settings 
to be unprotected against unwanted changes. 

o System Control  – click at “Enable” to protect your computer against 
unwanted system changes, for example if a malware tries to change 
your system settings when you browse web pages or read your e-mail. 

o Quarantined Spyware – click at “Configure…” to open the Quarantine 
repository.  

Settings 

Quarantined 
Spyware 

Scanning 
Report 

Scan my 
computer 
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o Scanning report – click at “View…” to view virus scan report which  
contains details of every scanned file and the action taken. Click the 
malware name to connect to the Internet for more information about 
the infection. 

 
 

o Scan my computer – click at “Scan my computer…” to scan your 
computer manually if you suspect that your computer may be infected 
with a virus or spyware.  
Follow these instructions to start the manual scan:  

1. Click at “Scan my computer...”  
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2. Select one of the following options from the scan menu: 

o Scan target for viruses to scan a specific file or folder for 
viruses.  

o Scan hard drives for viruses to scan all files on your hard 
drives for viruses.  

o Scan system for spyware to scan the system only for 
spyware.  

o Scan system for rootkits to scan the system for rootkits 
and other hidden and suspicious items.  

o Perform full computer check to scan the whole system for 
viruses, spyware and rootkits.  
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3. The Scan Wizard guides you through the scanning and cleaning 

process.  

 
 

o Advanced Mode  – shows the Advanced Mode for all configurations. 
Refer Section 3.6 for more details. 
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3.3 Internet Shield 
 

 

 
 

Internet Shield  monitors and filters network traffic, thus preventing unauthorized 
access to your computer from the Internet. Furthermore, it hides your computer 
from Internet hackers and network worms. 
·  Internet Shield  – shows the Internet Shield protection setting. Click 

“Change…” to view and change your Internet Shield Security Level. 

Status 

Applications 
Allowed 
/Denied 

Alerts  
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o Firewall – click at “Configure…” to change the protection setting of 

Firewall.  

 
 

o Application Control – click at “Change” to change settings or actions 
required when user launches a new application. 

o Intrusion Prevention – click at “Change…” to change the settings or 
actions when there is an intrusion detected. 

o Dial-up Control  – click at “Enable” to enable the dial-up control. 
o Applications Allowed/Denied  – shows the number of applications 

that are allowed or denied to connect to the Internet. Click at 
“Configure…” to change an application’s connection rights.  
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o Recent Alerts  – shows the number of alerts you have received 
recently. Click at “View…” to see the list of the alerts. 

o Latest Alert  – shows the time of the latest alert. Click “Details” to see 
the details of the latest alert and the top five blocked protocols and 
hosts (IP addresses).  

o Advanced Mode  – shows the Advanced Mode for all configurations. 
Refer Section 3.6 for more details. 
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3.4 Spam Control 
 

 

 
 

Spam Control  filters spam messages in common E-mail Clients such as 
Microsoft Outlook by automatically creating a rule and a SPAM folder in the E-
mail Client. When a spam message detected, the spam message will be moved 
to the SPAM folder. 
·  Spam Control  – shows the Spam Control status. 

o Filter Mode  – shows the current filter mode. Click at “Configure” to 
change the setting to Aggressive, Medium or Low 

o Allowed/Denied Senders  – shows the number of allowed and denied 
senders’ E-mail addresses. Click at “View…” to view the list of 
addresses that allowed and denied. 

Status 

Filter Mode 

Senders 

Advanced 
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Allowed senders’ e-mails will be directed to INBOX while denied 
senders’ e-mails will be directed to SPAM folder. 

o Advanced Mode  – shows the Advanced Mode for all configurations. 
Refer Section 3.6 for more details. 
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3.5 Automatic Updates 
 

 
 
The Automatic Update Agent  is activated transparently in the background 
whenever you are connected to the Internet so that you can receive the latest 
security updates. 
·  Automatic Updates  – shows whether Automatic Updates is enabled or 

disabled. Click at “Disable” if you do not want security updates to be 
downloaded automatically. 
NOTE: If you disable Automatic Update, you will have to check for security 
updates manually so that you will be protected against latest Internet threats. 

o Last update check – shows the time that the last update. 
o Next update check – shows the time the next update will be 

performed. 
o Virus definitions updated – shows the time of the last virus definition 

update. 
o Spyware definitions updated – shows the time of the last spyware 

definition update. 
o Spam Control updated – shows the time of the last spam control 

update. 
o Security levels updated – shows the time of the last security levels 

update. 
o Software updated – shows the time of the last software update. 
o Advanced Mode  – shows the Advanced Mode for all configurations. 

Refer Section 3.6 for more details. 

Status 
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3.6 Advanced Mode 
 
For advanced settings of each module, click at “Advanced” in the Main GUI. 
 
3.6.1 Virus & Spy Protection 

 

 
 

·  Virus & Spy Protection – you can view the status and configure the 
following options with the advanced Virus & Spy Protection settings: 
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o Virus & Spy Protection  – Displays the current Virus & Spy Protection 

level. Click Change...  to change your Virus & Spy Protection level. 

 
 

o Real-time Scanning  – Enable or disable Real-time Scanning. 
o E-mail Scanning  – Enable or disable E-mail Scanning. 
o Scheduled Scanning  – Enable or disable Scheduled Scanning. 
o Browser Control  – Enable or disable Browser Control. 
o System Control  – Enable or disable System Control. 
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3.6.2 Internet Shield 
 

 
 

·  Internet Shield – On the Advanced Internet Shield page, you can view the 
current status of the Firewall, Application Control, Intrusion Prevention and 
Dial-up Control. Click Enable  or Disable  to turn them on or off. You can also 
change your Internet Shield security level. 

o Firewall  – You can manage your user-defined firewall rules and view 
your enforced rules, view and edit all defined services and change the 
firewall settings on Firewall Rules, Firewall Services and Firewall 
Settings tabs. 

o Application Control – You can view, modify or add permissions for 
applications to send and receive network traffic. Select the Enable 
Application Control check box to enable Application Control. 
Application Control is an excellent tool for preventing attacks by 
Trojans and other network malware as it does not allow them to send 
any information out from the network. 

o Intrusion Prevention – Select the Enable Intrusion Prevention check 
box to enable the Intrusion Prevention, a component of Internet Shield 
that scans incoming network traffic for certain patterns that indicate an 
ongoing network attack. On the Action on suspected intrusion attempt 
pane, select Block and log attempt, if you want to block the intrusion 
attempt. Select Log only if you only want to keep a log file of suspected 
intrusion attempts. Select the Alert when intrusion attempt is suspected 
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check box if you want to receive an alert popup whenever there is a 
suspected attempt. Click Show Alert Log  to view all your recent alerts. 

o Dial-up Control – Dial-up Control protects the computer against 
malicious dialers - programs which try to connect to expensive pay-
per-minute phone numbers or which try to close an open connection. 
Dial-up Control intercepts dial-up connection attempts and allows, 
denies or prompts you to decide what to do with the dial-up connection 
attempt, based on a list of allowed and denied numbers. As a general 
rule, if you have not initiated the dial-up connection attempt yourself, or 
if the phone number seems suspicious, you should deny the 
connection. 

 
 

3.6.3 Spam Control 
 

 

·  Spam Control  – On the Advanced Spam Control page, you can enable and 
disable Spam Control and change the filtering mode. 

o Spam Control  – Enabled or Disabled. Click Enable  or Disable to turn 
the Spam Control on or off. If you disable Spam Control, all Spam 
Control features are turned off. 

o Filter mode  – Aggressive, Medium or Relaxed. Select the predefined 
level for filtering spam. In Aggressive mode, the Spam Control directs 
more messages to the spam folder. In Relaxed mode, fewer messages 
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are filtered as spam, which minimizes the risk of legitimate e-mail from 
getting mistakenly filtered into the spam folder. 

o Filter settings  – Select Filter e-mails sent through a spam server to 
block all e-mails that originate from computers that are known to send 
spam. 

o Outlook spam folder  – All unsolicited bulk e-mails are moved in to the 
spam folder in the e-mail client. Spam Control can clear this folder in 
Microsoft Outlook automatically. 

�  Clear spam folder automatically after – Set how long unsolicited 
bulk e-mails are kept in the Outlook spam folder before they are 
deleted. If you use some other e-mail client, you have to clear 
the folder manually. 

�  Display confirmation dialog – If you enable the confirmation 
dialog, the Spam Control requests a confirmation before it 
clears the spam folder. 

o Show log file – shows the log file which displays information about all 
cleared e-mails. 

o Protocols – Configure TCP/IP ports for POP3, IMAP4 and SMTP 
protocols. By default, the product uses standard ports. 
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3.6.4 Automatic Updates 

 
 

·  Automatic Update  – On the Automatic Updates page of the advanced 
settings, you can specify whether you want to automatically receive virus 
definition updates. 

o Status  – Shows the Automatic Updates status. Click Enable or Disable 
to change the current status. 

o Details  
�  Server address – Shows the address where the product 

downloads new updates. 
�  Last update check – Shows the time and status of the latest 

update. 
�  Next update check – Shows the time of the next update. If you 

want to manually check that you have the latest virus definitions, 
click Check Now. If your definitions are not up to date, the 
newest versions will be downloaded. 

o Updates  
�  Virus definitions – Shows the date and the version number of 

currently used virus definitions. 
�  Spyware definitions – Shows the date and the version number 

of currently used spyware definitions. 
�  Spam Control – Shows the last time the Spam Control was 

updated. 
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�  Webpage Filter – Shows the last time the Webpage Filter was 
updated. 

�  Security levels – Shows the last time security levels were 
updated. 

�  Software – Shows the last time the product was updated. 
 

3.6.5 General 

 
 

·  General  – General advance mode allowed you to check on the security news 
as well as your subscription. 

o Security news – you can read the latest virus information 
o My subscription  – you can change your Subscription Key here if you 

have subscribed to a new Service Plan and a new Subscription Key 
has been sent to you in Service E-mail. 
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3.7 Malware Detected 
 

 

·  Virus, worm or Trojan detected  – When Virus & Spy Protection finds a 
virus, worm or Trojan during real-time scanning, “Virus Detected” window will 
pop up, and you’ll have to decide on the next action. 

You can either :  

·  Disinfect the file to remove the virus infection,  
·  Delete the infected file, worm or Trojan completely, or  
·  Do nothing.  

Note Only viruses can be disinfected, while worms and Trojans have to 
be deleted. 

Click at the virus name to view the virus information webpage on the Internet.  

Click at “Details>>” for more information about the virus infection and the 
infected file.  
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If the virus has been removed, the following message will be shown. 

 
 

 
Spyware detected  

When Virus & Spy Protection finds spyware such as adware, data miner, dialer, 
malware or monitoring tool during the real-time scanning and you want to select 
what to do, Virus & Spy Protection displays the Spyware Detection dialog.  

In the Spyware Detection dialog, you can either:  

·  Quarantine the application,  
·  Delete the application,  
·  Exclude the malware from the scan to keep it in your computer and 

exclude it from the scan, or  
·  Do nothing.  
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3.8 Internet Shield - What To Do With Pop-ups  

 

 

Application Control pop-up – When the Application Control pop-up 
appears, you will be asked if you want to allow the application to access the 
Internet.  

·  Safe Applications  

If you know that it is safe to allow the application to access to the Internet, 
select “Do not ask again” and click Allow .  

Applications that can be considered safe are  

·  Known applications that you have actively started yourself,  
·  Windows services that are connecting to the Internet, or  
·  Safe Microsoft Windows Services.  

Note Certain Microsoft Windows services require network access in 
order to function. Most of the services are allowed 
automatically but Application Control may prompt for some 
services, especially on Windows 2000 and Windows XP 
platforms. You should allow these services to access network, 
otherwise some of the Windows functionality may fail 
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·  Suspicious Applications  

Any application you have received from an untrusted source should 
always be treated with suspicion. Any application you have received from 
a trusted source without prior agreement should also be treated as 
suspicious.  

If you are not sure whether you should allow the application to access the 
Internet, click Deny. If you are sure that you do not want to allow the 
suspicious application to access the Internet, select Do not ask again and 
click Deny.  

Applications that can be considered suspicious are  

·  Any application you have not actively installed yourself, or have no 
knowledge of,  

·  Any application, which you consider safe but which tries to connect 
to the Internet or act as a server without you starting it,  

·  A connection that displays IP address instead of DNS name as a 
target, or  

·  Any application which tries to start another application or 
manipulate another running application without you starting it.  

 
 

 
 
 
 
 


